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Trade Studies 
Performing trade studies are essential to help decide which platforms are more beneficial to the organization. Trade studies depend on the factors the organization considers ranging from cost, customizability, usability, and paramount circumstances. Performing a trade study to identify which network visualization and vulnerability scanning tool are best for an organization was challenging because of the different circumstances. 
Network Visualization Tools
A network visualization tool provides a visual aid for data flows between network entities. Due to having trouble with the virtual box at the beginning of the course, I could not install and explore different network visualization tools. Instead, I had the privilege of using SolarWinds and Splunk on an enterprise level with my organization. The criteria I chose to compare these two network visualization tools were: cost, customizability, security, visual aids, features, and useability. Another criterion I should have added to this trade study is the organization’s reputation because a reliable and trustworthy application is vital.
Conducting the trade study was different because I did not install the applications and did not get to change the interface as I would have liked to. I explored and created customized visual aids to represent the traffic flow for both applications. These visual aids ranged from maps, graphs, and bar charts, and I could choose the color, size, and font to my liking. Both interfaces were user-friendly and easy to navigate through without taking extra steps. The cost factor between network visualization tools differs and depends on the organization’s size and traffic flow. Splunk’s cost depends on the daily data flow; it would cost more if the organization had a heavy traffic flow (Splunk, n.d.). SolarWinds’s cost depends on the devices connected to the application; the more devices the organization has, the more it will cost (SolarWinds, n.d.). The organization's traffic flow and devices will depend on the cost-efficient application. Between the two network visualization tools, I have concluded that I would go with Splunk because of its reputation. Splunk has an excellent reputation compared to SolarWinds because of its recent attack in 2020. SolarWinds supply chain attack impacted government departments and companies such as Homeland Security, State, Intel, and Microsoft (Kerner & Oladimeji, 2022). 
Vulnerability Scanning
A vulnerability scanning tool aims to find and correct the system’s weaknesses before a malicious hacker finds them. The application can save the organization time and money by actively protecting its systems and correcting errors. Some errors are easily fixable by updating or fixing a misconfiguration on a system. The criteria used to determine which vulnerability scanner is more effective were: features, complexity, support, cost, operating specifications, and CVE compatibility.
The two vulnerability scanning tools compared were Nessus and OpenVAS. Nessus is flexible on multiple operating systems, but OpenVAS is only available on Linux. The complexity of installing Nessus was straightforward as downloading the packages. The Nessus website automatically detects which operating system you are running and which version is compatible with the specification of your system. If there was any complication while downloading the packages, Nessus has a breakdown on installing the file and provide customer service through a chat box. OpenVAS does not have a customer service section but a community forum where users may ask specific questions. Nessus and OpenVAS are compatible with common vulnerabilities and exposures (CVE) databases and have user-friendly web interfaces. The Nessus dashboard is more advanced than OpenVAS, and it is easier to start a scan on the system. OpenVAS required extra steps to start a scan, and navigating through the different pop-ups was complicated. The main difference between the two applications where the cost. OpenVAS is free to any user with a Linux system. Nessus cost, at a minimum for any version, is about $3000 (Tenable, 2023). 
	Of the two vulnerability scanning tools, Nessus is much more powerful than OpenVAS. If an organization has the funds to spend on Nessus, I would prefer Nessus due to the additional features and operating system flexibility. However, OpenVAS is an excellent alternative for Nessus if the operating systems are Linux. The most critical 
Virtualized Test Lab Architecture 
	Setting up the virtualized test lab in a MacOS is difficult due to the hardware limitations, but it is possible with additional software. The purpose of having a virtual test lab is to experiment with different tools in a controlled environment. These tools are powerful enough to misconfigure, destroy, or harm the system if misused. After extensive research and networking with colleagues, Parallels Desktop is the best option for running a MacOS. Parallels Desktop allows the user to run Windows operating systems and Linux virtual machines. Downloading VirtualBox into a MacOS limits its capability because the virtual machine will crash or be unresponsive. Although the latest VirtualBox supports Apple Silicon M1/M2 chips, the virtual machine will continuously crash. 
	Using the Parallels Desktop on a MacOS was easier because the virtual machine would not crash while running multiple virtual machines simultaneously. My virtual test lab environment consisted of two Kali Linux, a Windows 8, and two Metasploitable 2 virtual machines. The purpose of having two Kali Linux and Metasploitable 2 virtual machines is in case I misuse the tools and misconfigure, destroy, or harm my system. I kept a Kali Linux and Metasploitable 2 virtual machine offline and images of them on my hard drive. The purpose of the Kali Linux virtual machine was to explore vulnerability scanning, network sniffing, information gathering, exploitation, and other vital tools. These tools are compelling, and I experienced firsthand how powerful they are by misconfiguring my Kali Linux when looking for exploitation on my Metasploitable2 virtual machine. The Metasploitable 2 virtual machine is the Linux system I use to test security tools. Instead of downgrading an operating system or leaving ports open, Metasploitable 2 is designed to have vulnerabilities and practice using the tools in Kali Linux. The Windows 8 virtual machine was used in case I could not do any of the assignments with my MacOS and needed to go on a Windows operating system. The VM was configured as a bridge network with a DHCP server configured with a pool of IP addresses it may use. [image: ]

Security Tool
Kali Linux virtual machine has unique security tools that can be used to protect or attack a system. The tools to protect a system are actively looking for vulnerabilities or unusual traffic flow so it may be fixed or corrected. The tools used to attack a system are actively looking for vulnerabilities and want to exploit them. 
Wireshark
Wireshark is a network protocol analysis and packet sniffer software. This tool lets the user see and read captured packet data. Security engineers can detect suspicious activity in real-time or offline analysis by filtering the captures to see if the three-way handshake was completed (CompTIA, n.d). Wireshark ability to see network traffic is vital to investigating a Distributed Denial of Service (DDoS) attack because it captures the IP addresses, time, and altitude of packets. Although Wireshark can not stop malicious activity, it is essential software that can improve network defenses by examining network security and patterns. With Wireshark, I can see all my traffic flow in my virtual environment. For example, the traffic flow is heavier when streaming videos online than web surfing.
Nessus and OpenVAS
Nessus is a paid, well-known vulnerability scanner used by large corporations. The software is compatible with CVE baseline and various operating systems. OpenVAS is a free, open-source vulnerability scanner compatible with the CVE database and only available on a Linux operating system. A vulnerability scanner looks for potential security vulnerabilities in a system by cross-referencing the CVE database. Using these tools, I can see my system's weaknesses and take action to correct or fix them before they are exploited. 
Kismet
Kismet is a sniffer tool that detects wireless networks and devices nearby. The application can be installed on MacOS or Linux operating systems. Kismet's web interface displays the wireless access points (WAP), service set identifiers (SSID), Media Access Control (MAC) addresses, manufacturer, and encryption protocols. Knowing this information, a malicious hacker can MAC spoof and exploit known vulnerabilities by the manufacturer or their encryption protocol. Kismet allowed me to see every WAP and SSID nearby me and tell me what channel they are using. This is helpful to malicious hackers who want to develop an evil twin access point and let new users connect to the SSID. 
Metasploit
Metasploit is an application that provides security vulnerabilities and helps penetration testers look for system weaknesses. With commands such as Nmap, Metasploit was able to list all the ports that were open and corresponding services. Additional commands such as “-sV” and Metasploit display the version each port is on. From there, the malicious hacker or penetration tester can use the auxiliary database and tailor their attacks to the version the ports are on. Metasploit can help me determine what vulnerabilities I may have in my system by trial and error. I would first use Nessus to correct all my vulnerabilities and then use Metasploit to see if I can enter my system.
Splunk and SolarWinds 
Splunk and SolarWinds were not directly added to my virtual lab environment, but they were tools I used at an enterprise level in this course. These two network visualization applications help me monitor extensive data throughout the network and create visual aids such as graphs, charts, and trendlines. These security tools can play a role in my virtual environment by using Security Information and Event Management (SIEM) to analyze network or log recordings.


Surveillance and Reconnaissance Process
Network Scanning
The command to network scan a host and determine the operating system is “Nmap.” You first must know the IP address of the host you are scanning. This is where additional tools, such as Kismet, are useful for wireless attacks. Nmap can do a ping sweep on an IP range on a network. Since I used Nmap in my virtual lab environment, I knew the IP address. 
[image: ]


Launching an Exploit Payload
While using the Metasploit application, I could launch exploit payloads to the target host. I started by using the “Nmap -Pn -sV” command to discover the open ports' versions on my target IP address. 
[image: ]
Once the ports are discovered with their corresponding versions, you may choose which one to attack. 


The command “grep” is an acronym for global regular expression print. This command allows me to search and match patterns in a chosen text file. 
The following screenshot expresses “grep scanner search http.”
[image: ]
The “grep scanner search http” results will display, and you can choose from any of these databases.


Once the payload has been identified, you execute the command by setting the RHOST.
RHOST is the target IP you would like to attack with the payload. 
Once the RHOST is set, the command to execute the payload is “run.” 
[image: ]


Port Listening and Eavesdropping
The command to listen to ports is “netstat,” but Wireshark also gives you the resources to listen. Wireshark has a web interface with a search filter that allows you to place what ports you want to see and analyze the packets being traded. The exchanged messages will come encrypted if the communication has a secured protocol. Eavesdropping between the two hosts was possible, but they could not understand the exchange due to the encryption. 
[image: ]
[image: ]


Active SSID
The Kismet web interface displayed all the SSID nearby. No command was needed to display the SSID because the web interface has a tab that displays all the SSID locally and provides the encryption protocol. 

[image: ]


Lesson Learned
The virtual lab environment is critical when learning to use new tools, explore new settings, or practice what has been learned. After the fifth week, I learned to implement redundancy best practices because a couple of times, my virtual machine would crash or stop working because I misconfigured the system by trying to install the applications or exploit my system. I now understand the reasoning behind launching new software in a Sandbox virtual setting because it can ruin settings and destroy files within the platform. Setting up the virtual lab environment was a learning experience because I explored imaging, configuring networks, and security tools.
The security tools I explored in these lab environments are powerful in their unique ways. Combining these tools can create a strong defense or penetration toolkit, depending on the role. As a penetration tester, I can exploit a wireless device with SolarWinds, Kismet, and Metasploit applications. SolarWinds will allow me to see the discovered WAP and its corresponding IP address. Kismet finds the local devices with their MAC address and the manufacturer. Knowing the manufacturer and the IP address, I can use Metasploit to look for vulnerabilities in that manufacturer and send a payload. Other attack methods I can use are Wireshark and Kismet. Knowing the SSID of the local devices, I can either do an evil twin method or a MAC spoof. I can inspect the packets using Wireshark, and because they are using my access point, I can remove the encryption protocol. 
These tools can improve the system's defense by using them individually or together. SolarWinds can provide a visual aid for unusual traffic on a network. Combining it with Wireshark, I can see what packets are being sent and where they are coming from while creating a visual aid. Nessus or OpenVAS provides a list of vulnerabilities in the system by comparing it to the CVE database. These vulnerabilities are as simple as outdated software, unusual configuration, or missed patches. Running either application and then using Metasploit to exploit that vulnerability will increase the system's defenses by checking if it is still vulnerable.
As a Chief Information Security Officer (CISO), I can develop and implement security policies and procedures after learning about exploitation in our systems and networks. These policies and procedures can improve an organization's incident response and disaster recovery planning by utilizing the tools learned in the labs. Daily vulnerability scans with Nessus/OpenVAS can ensure we are up to standard with the latest CVE database. SolarWinds/Splunks can create a visual aid I may present to the board of directors to explain the network activity in the organization. Lastly, using Wireshark, I can use to investigate an incident by examining the traffic surges or packets exchange. 
Depending on the duties, these security tools can be used in an offensive, defense, or executive role. The offensive role can utilize the appropriate tools to exploit the weaknesses or flaws in the system. The defensive position can use the tools to correct or examine vulnerabilities before a malicious hacker exploits them. The executive role can approve these tools for incident response, disaster recovery, and offensive or defensive positions in the organization. 
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Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CP
rnel

cpe:/o:linux:linux_ke

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 62.97 seconds
nsf6 > grep scanner search http

10 auxiliary/scanner/http/alonetworks_ax_directory_traversal 2014-01-28 normal
No  A10 Networks AX Loadbalancer Directory Traversal

25 auxiliary/scanner/snmp/sbg6580_enum normal
No  ARRIS / Motorola SBG6580 Cable Modem SNMP Enumeration Module

33 auxiliary/scanner/http/wp_abandoned_cart_sqli 2020-11-05 normal
No  Abandoned Cart for WooCommerce SQLi Scanner

34 auxiliary/scanner/http/accellion_fta_statecode_file read 2015-07-10 normal
No  Accellion FTA 'statecode’ Cookie Arbitrary File Read

93 auxiliary/scanner/http/adobe_xml_inject normal
No  Adobe XML External Entity Injection

99 auxiliary/scanner/http/advantech_webaccess_login normal
No  Advantech WebAccess Login

117  auxiliary/scanner/http/allegro_rompager_misfortune_cookie 2014-12-17 normal
Yes  Allegro Software RomPager 'Misfortune Cookie' (CVE-2014-9222) Scanner

145 auxiliary/scanner/ftp/anonymous normal
No  Anonymous FTP Access Detection

148 auxiliary/scanner/http/apache_userdir_enum normal
No  Apache "mod_userdir” User Enumeration

150  auxiliary/scanner/http/apache_normalize path 2021-05-10 normal
No  Apache 2.4.49/2.4.50 Traversal RCE scanner

152 auxiliary/scanner/http/apache_activemq_traversal normal
No  Apache ActiveMq Directory Traversal

153 auxiliary/scanner/http/apache_activemq_source_disclosure normal
No  Apache ActiveMQ JSP Files Source Disclosure

154 auxiliary/scanner/http/axis_login normal
No  Apache Axis2 Brute Force Utility

155 auxiliary/scanner/http/axis_local file_include normal
No  Apache Axis2 v1.4.1 Local File Inclusion
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impacket /dcomexec 2018-03-19 normal DCOM Exec
limpacket /secretsdump normal DCOM Exec
smb_ns17_010 normal MS17-010 SMB RCE Detection
lpsexec_loggedin_users normal Microsoft Windows Authenticated Lo
gged In Users Enumeration
4 jsmb_enunusers_domain normal SMB Domain User Enumeration
5 fsmb_enun_gpp normal SMB Group Policy Preference Saved
Passwords Enumeration
smb_login normal SMB Login Check Scanner
7 {smb_lookupsid normal SMB SID User Enumeration (LookupSi

pipe_auditor normal SMB Session Pipe Auditor
pipe_dcerpc_auditor normal SMB Session Pipe DCERPC Auditor
10 ismb_enumshares normal SMB Share Enumeration
1 {smb_enunusers normal SMB User Enumeration (SAM EnumUser
s)
12 smb_version normal SMB Version Detection
13 jsmb_uninit_cred normal samba _netr_ServerPasswordset Unin
itialized Credential State

14 SUNEIESTY/SCAE/SHbinpacket /umiexec 2018-03-19 normal WNI Exec

Interact with a module by name or index. For example info 14, use 14 or use auxiliary/scanner/smb/impacket/wmiexec

nsf6 > use auxiliary/scanner/smb/smb_ms17_010
mSf6 auxiliary(sconner/sib/snb =17 010) > set RHOSTS 10.211.55.12
RHOSTS = 10.211.55.12

msf6 auxiliary(scanner/snb/snb_ns17_010) > run

-1 10.211.55.12:445 - Host does NOT appear vulnerable.
[+] 10.211.55.12:445 - Scanned 1 of 1 hosts (100% complete)
[+] Auxiliary module execution completed

msf6 auxiliary(scanner/snb/snb_ns17_010) > |
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Starting Nmap 7.91 ( https://nmap.org ) at 2023-02-11 18:51 PST
Nmap scan report for metasploitable2-linux.shared (10.211.55.12)
Host is up (0.00062s latency).
Not shown: 977 closed ports
PORT  STATE SERVICE

21/tcp  open ftp

22/tcp  open ssh

23/tcp  open telnet

25/tcp  open smtp

53/tcp  open domain

80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open  ccproxy-ftp
3306/tcp open mysql

5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open  ajp13

8180/tcp open unknown
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21/tcp  open ftp vsftpd 2.3.4
22/tcp  open ssh OpenSSH 4.7p1 Debian Subuntul (protocol 2.0)
23/tcp  open telnet Linux telnetd

25/tcp  open smtp Postfix smtpd

53/tcp  open domain 1ISC BIND 9.4.2

80/tcp  open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open exec?

513/tcp open login?

514/tcp open tcpwrapped

1099/tcp open java-rmi  GNU Classpath grmiregistry

1524/tcp open bindshell —Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProfFTPD 1.3.1

3306/tcp open mysql MySQL 5.0.51a-3ubuntus

5432/tcp open postgresql PostgresQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc UnrealIRCd

8009/tcp open  ajp13 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:l
inux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 64.25 seconds
nsf6 > |





